COMMONWEALTH OF VIRGINIA

County oF HENRICO

R.J. Emerson, Jr., AICP
Director of Planning July 6. 2023

(804) 501-4602

Audubon V, LLC

Attn: Neil Amin

300 E. Franklin Street, Floor 3
Richmond, VA 23219

RE: POD2022-00055
Residence Inn - Airport
CPTED Plan

Dear Sir;

The Director of Planning granted your request for approval of a Crime Prevention through
Environmental Design (CPTED) plan dated May 31, 2023, and deemed satisfactory by Henrico
County Division of Police by memo dated June 29, 2023, in accordance with Section 24-5508 of
the Henrico County Code, for the subject project located at 500 W. Williamsburg Road, on parcel
823-716-7341.

The Director of Planning granted this request, subject to the following conditions:

1. The owner/hotel operator shall meet with Henrico County Division of Police prior to
operation to ensure the security features are installed as noted in the CPTED plan.

2. The owner/hotel operator shall maintain the security features and shall notify the Henrico
County Division of Police of any changes to the CPTED plan.

This approval is for the CPTED plan only. The conditions of Director of Planning Approval dated
May 25, 2022, continue to apply. The applicant shall be responsible for securing all necessary
permits as required by law.

on, Jr,/AICP
ng—"

i

pc: Zoning Enforcement Officer (Rice)
Division of Police (Moffett)
County Planner (Crady)

PARHAM AND HUNGARY SPRING ROADS / P.O. BOX 90775 / HENRICO, VIRGINIA 23273



COUNTY OF HENRICO
VIRGINIA

INTER-OFFICE MEMORANDUM

Proposed Residence Inn Hotel at
500 W Williamsburg Road
To: Director of Planning Subject: P0OD2022-00055

From: Chief of Police Date: June 29, 2023

Attached, you will find the Crime Prevention Through Environmental Design Plan for the
proposed Residence Inn Hotel on the parcel possessing GPIN 823-716-7341 and address
500 W Williamsburg Road. The submitted CPTED Plan satisfies the Police Division’s
criteria noted in Sec. 24-5508 of the County’s Zoning Ordinance and crime prevention
standards for hotels.

Should you have any questions or concerns, please contact Billy Moffett of my staff at

mof@henrico.us or 804-501-5370.
Eric D. Engllw

Chief of Police

Attachment:
Residence Inn Hotel - CPTED Plan



COUNTY OF HENRICO
VIRGINIA

INTER-OFFICE MEMORANDUM

Proposed Residence Inn Hotel at
500 W Williamsburg Road
Tes Chief of Police Subject: POD2022-00055

From: CPTED Planner Date: June 29, 2023

Attached, you will find the Crime Prevention Through Environmental Design plan for the
proposed Residence Inn Hotel on the parcel possessing GPIN 823-716-7341 and address
500 W Williamsburg Road. The security plan they submitted satisfies the Police Division’s
criteria noted in Sec. 24-5508 of the County’s Zoning Ordinance and crime prevention
standards for hotels.

Highlights of the CPTED Plan include:

e A substantial security camera package with 30 days of recorded footage.

o Keycard readers will operate all exterior doors and the hotel’s elevators.

e The primary entrance will be closed and locked at 11pm. Guests will access this
door after hours via their keycard. A doorbell and intercom will be installed in the
vestibule for visitors who arrive after 11pm. They will only be given access after
communicating with the front counter attendant.

e Site lighting and landscaping meet CPTED standards.

¢ They are willing to meet with Henrico Police prior to opening for business to ensure
all items noted in this security plan are implemented.

2 o

William Moffett
CPTED Planner

Attachment: CPTED Plan



Mr. Eric D. English
Chief of Police
Henrico County Police
PO Box 90775
Henrico, VA 23273

Subject: Crime Prevention Through Environmental Design (CPTED) Plan
(Residence Inn- Airport Hotel, Sandston, VA)

Dear Mr. English:

The objective of this written Crime Prevention Through Environmental Design plan is to reduce the
opportunity for crime to occur at the proposed Residence Inn Airport Hotel located at 500 West
Williamsburg Road, Sandston, VA 23150.

The plan also highlights the Crime Prevention through Environmental Design (CPTED) Principals
including:

e Natural Surveillance

e Natural Access Control

e Territorial Reinforcement

e Maintenance

Construction of the hotel will hopefully begin in July 2023. We seek approval of this security plan as
we will operate for 24-hours/day. When all security features are installed, they will function in concert
with each other to deter crime from occurring during the day and night-time hours. The hotels security
features are outlined in the Attachments A-M, which include, but are not limited to:

Attachment A: Hotel Armed Robbery and Criminal Activity Protocols
Attachment B: Proposed Security Camera Placement
Attachment C: Security Camera Placement Location, By Floor
Attachment D: Interior Security Camera Spec

Attachment E: Exterior Security Camera Spec

Attachment F: Monthly Employee Crime/Security Training
Attachment G: CPTED

Attachment H: Landscape Plan

Attachment I: Lighting Plan

Attachment J: Hotel Hardware/Product Specs

Attachment K: Access Control for Exterior Doors

Attachment L: CPTED Plan Checklist

Intermittently during construction, the hotel will be visited by a member of the Shamin Risk
Management department to confirm safety, crime and security measures are being constructed as
planned. Thomas Builders, the General Contractor, will also have a full time 1% shift on site
superintendent during the construction.

Once hotel is open, it will be audited by Shamin safety and security consultants by our insurance carriers
and brokers to confirm and ensure maximum crime and security controls are in place. Once the hotel
construction is completed, we are happy to meet with Henrico Police to ensure the security features are
in place as described by the approved plans. We seek approval of this plan by the Henrico Chief of
Police.

Sincerely

Andrew D. Reale

Corporate Director of Risk Management
Shamin Hotels

617-461-7325
Andrew.reale@shaminhotels.com




Summary of CPTED Principals Utilized In This Hotel’s Construction

1. Natural Surveillance

Physical features, activities and people are placed in such a way as to maximize visibility. The hotel
will be visible from all 4 sides. Visibility will be increased with the design of parking lots and
unobstructed doors, windows, and building entrances. All hotel surrounding sidewalks are guest and
pedestrian friendly and appropriate exterior lighting exists (see lighting section).

2. Natural Access Control

See attachments. Entrance, exits, landscaping and exterior lighting have been placed to control the
access of people going and coming into the hotel. See security section for details on hotel security
which include physical and mechanical means of controlling access through locks, alarm systems,
cameras, signs, etc. See below section on physical security measures (interior and exterior) for more
details.

3. Territorial Reinforcement

See attachments and diagrams. Hotel signage, landscaping, and lighting, etc. are used to express
ownership and described in detail in the below  sections. See landscaping diagram outlining
landscaping which define property lines including delineation between private and public spaces.

This is accomplished using landscape plantings (shrubbery, trees, bushes, etc.), pavement designs (i.e.,
curbs), gateway treatments (curb extensions) and appropriate signage described in the “signage” section
below.

4, Maintenance

The hotel will be maintained in accordance with Shaman Hotels and Marriot P.M. Standards, which
will allow for the continued use of the space for its intended purpose. A basic maintenance requirement
of the hotel is an internal monthly safety inspection which reviews all hotels safety, security and risk
management requirements and protocols. See attachment for this checklist.

A contractor is hired to conduct routine landscaping maintenance and snow ploughing, ice removal as
needed. Routine maintenance is conducted on exterior of building to ensure building is in good
condition and clean and orderly, including exterior lighting bulbs and fixtures and parking lot
maintenance.

Routine inspections of exterior premises will confirm the hotel, walkways, and light fixtures are
operational and properly maintained, clean and repaired. Outside trash cans are emptied regularly.
Grounds are kept claim and maintained including landscaping. Any exterior premise defect that arises
will be quickly corrected such as potholes, trash, faded signage, and broken signs.

Attachment A: Residence Inn Airport Hotel Armed Robbery and Criminal Activity Protocols
Hotel Armed Robbery and Criminal Activity Protocols are:

Armed Robbery

1. Immediately activate the panic button on the security alarm to contact Henrico Police. Or call
911.

Notify MOD and follow your brand emergency response procedures for this type of incident,
along with the following basic steps:

Remain calm.

DO NOT make any sudden movements.

Cooperate with all demands.

Make a mental note of cash handed over to the suspect(s). Include the total amount and
denominations if possible.
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Make a mental description of the suspect(s), including height, weight, build, race,
approximate age, facial hair, any unique or identifiable features, speech (i.e., accent, deep or
high-pitched voice, etc.), scars, glasses, type of clothing, whether gloves were worn.

Make a mental description of any weapon used.

If a note is used in the robbery, attempt to keep it. However, if the suspect demands its return,
give it back. Handle the note as little as possible. DO NOT let anyone else touch it.

If given the opportunity, attempt to activate the “alarm button,” but DO NOT ENDANGER
YOURSELF.

If unable to activate the alarm while the suspect(s) are in front of you, do so after they leave.
As soon as possible, notify your manager and give all details about the robbery.

Write down the description of the suspect(s) as soon as possible while the details are still
fresh in your mind.

AT NO TIME SHOULD ANY EMPLOYEE ATTEMPT TO APPROACH OR
APPREHEND A ROBBERY SUSPECT. That job is the responsibility of law enforcement.

Criminal Activity

Call 911.

Notify MOD and follow your brand Emergency Response Procedures for this type of
incident, along with the following basic steps:

Employees should take care to not put themselves at risk if discovering criminal activity.
Contact your manager and aid victims, as appropriate, but do not put yourself at risk in
attempting to prevent the activity or in apprehending the perpetrator.

Secure the area so bystanders do not disturb the scene.

Refer media to law enforcement for information and comment.

Contact Corporate Risk Management with specifics on the incident and further guidance.

**Residence Inn by Marriott also has written Active Shooter and Bomb Threat Policies**

;PUWIRN [210H
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Attachment B - Proposed Camera Placement
Below is a preliminary list of inside and outside cameras, nos. of cameras, and what is
covered/viewed by the camera.

Shamin Hotels /Residence Inn Richmond Airport
Camera Placement
. . . Total . .
Location Inside/Outside Describe view Comments
Cameras
View all front desk work
ti toincl
Front Desk Inside 1 stations to include
employee, guest, and Need to see
pantry (if applicable). the guests face
Side Entrance of View of anyone walking
guest elevators - | Inside 1 out to capture their
Lobby Level front image.
View of anyone walking
Front Entrance Inside 1 in and out to capture
their front image.
View LP of
View of porte- vehicles and
Front Entrance Outside 1 b . face of person
cochere/driveway " .
exiting vehicle
if possible
In large hotels
where
separate
associate
. View of anyone walking | entrance, in
Associate . . .
Outside 1 in and out to capture most cases this
Entrance . .
their front image. can be
achieved with
the loading
dock cameras
(see below)
Back Doors . view of pgople . mount in
Event space Inside 1 approaching to exit corner of
P through this door vestibule
Pantry/Kitchen Inside 1 view of cook line
Outside 1 vu?w of exiting through . '
this door Fire exit
. View t
Corridors @ IeWtosee
. . face of persons
grade level exit Inside 1 . . o
view of corridor from exiting the
doors
above the door hotel
S . . .
‘afe Camert‘d Inside 1 view of safe in finance
Finance Office office
view of drop safe behind
. the front desk that is See Line #21 -
Safe Camera Inside 1 . . . .
located in safe deposit may satisfy this
box room. requirement




View from above of cash
drawer and terminal; ok

Lobby Bar Inside .
to catch view of some
guests too.
Back office just view of people 's
inside the front Inside activity, key cabinet &
desk drop safe
This includes
meeting
view of face of anyone rooms,
Grade Level exits | Exterior exiting from doors direct | stairwells,
to the outside store rooms,
mechanical
rooms, etc...
Position above the doors
Laundry room Inside that go outside - view of
ppl exiting
Lobby Seating Inside wide view of lobby and
Area any steps
Roof Access Inside view Of. doorand anyone
that exits
Exercise room .
Inside

door

View of entrance

Outside Parking
Lot

outside front

Outside Side Lot

outside side

Outside Side Lot

outside side

Outside Parking
Lot

outside rear

ATM Inside
View of exiting through
. outside or this door position so
Pool exit door . .
inside only view of that and
not the pool.
Parking Garage
Decks (if Outside Main Access Gate and View of driver

applicable) none

Pay Station

and LP




Attachment D - Camera Placement Exhibit by Floor
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Attachment D - Proposed Security Camera Spec Sheets (Indoor)

WiseNeT LND-6072R LND-6072R
= _______________________________]
Video
Imaging Device 1/28" 2 MP CMOS.
LND-6072R e
Color: GGSLOFLE, 173058
2 MP IR Dome Camera Min. Thumination i Dt 15D o)
Lons
o Focal Length Zoom Ratio) 32~10mm(3.1x) manual varifocal
-y Maximum Aperture Ratio F16(Wide)~F29(Tele)
wisenet Yy ‘Angular Field of View 1090 W)~ 32Tl V: 574" (Wide) 157" (el . 1320°(Widel-8.0"
Minimum Object Distance 0.5m(L64ft)
Focus Control Manua
Lens Type: DC auto irts
Pan / Tik/ Rotate
Pan / Tilt / Rotate Range Jo-350 7 0~67 7 0°-355°
Operstional
IR Viewable Length 20m(65.62ft)
Camera Tite Displayed up to 15 characters
Day & Night Auto(ICR)
Backight Compensation BLC, WDR, SSOR
Wide Dynamic Range 120d8
Key Features Dighal Noise Reduction sshR
+ 2 megapixel (1920 x 1080) resolution Metion Detection Aea rectangular zanes
+32 ~ 10mm varifocal lens Privacy Masking 63, rectangular zones
+ 30fps@all resolutions (H.264) Gain Contrl Lowe/ Middle  High
« H264, MIPEG codec supported, Multiple streaming White Balsnce ATW / AWC / Manual/ indaor / Outdoor
« Day & Night (ICR), WDR (120dB) 3 Support
« Tampering, Motion detection Electronic Shutter Speed Minimum 7 Maximum / Anti flicker
« microSD/SDHC memory slot (Maximum 32GB), PoE Video Rotation Flip, Miror, Hallway view(90/210)
« Hallway view, WiseStreamll support Analyics Motion detection, Tampering
« IR viewable length 20m ‘Aarm Triggers Analytics
Alarm Events File upload via FTP and e-mail
Notification via e-mail
Network SD/SDRC recording ot event triggers
Ethemet RU-45(10/100BASE-T)
Video Compression H.264: , MIPEG
Resolution 1!2!}115!0 1280x960, 12680xT20, B00x600, BOOxA4E, T20x576, T20x480, 640480,
Max Framerate H.264: Maximum 3
MIPEG  Marimum 5% o 192061080, Madimum, 31ps a 12804960, 128020,
Maximum 10fps at other resolution
Smart Codec WiseStream [T
L ——— () Hanwha Techwin
i e o, L3 () Hanwha Techwin

IV PET 00 UTeL SR

Bitrate Control H.264: CBR or VBR

MIPEG: VBR
Streaming Unicast(6 users) / Multicast

Multiple streaming {Up ta 3 profiles)
Protocol 1Pva, IPv6, TCP/IP, UDP/IP, RTP(UDF), RTR(TCP), RTCP, RTSP, NTP, HTTP, HTTPS,

ICP, FTP, SMTP, ICMP, IGMP, SNMPv1/v2cAv3(MIB-2), ARP, DNS,

DDNS, Qos, UPnP, Bonjaur, LLDF
Security HTTPS(S5L) Lagin Authentication !

Digest Login Authentication

1P Address Fll!emq

User access

8021% Ruthenli{a[lanfEAF TLS, EAP-LEAP)
Edge Storage Micro SD/SDHC 1 slot 32GB

P rogrammi ONVIF Profile $/G/T

m‘m g SUNAPIHTTP API)
Web Viewer Supported OS: Windows 7, 81 10, Mac 05 X 1012, 1013, 10.14

Re{ommendea Browser- Google Chrome

I;pcned Browser: MS Explorer 11, MS Edge, Mozilla Firefox (Window 64bit
Apple SafarifMac OS5 X only) -

WW S12MB RAM, 256M8B Flash o
Environmental —
Operating Tempersture / “10°C ~ +55°C(+ 14°F ~ +131°F) / Less than 90% RH =
Hurnidity =
Storage Temperature / Humidity \ -30°C ~ +55°C(-22°F ~ +131°F) / Less than 90% RH
Electrical
Input Voltage [ PoEMEEER02 3, Cass2]
Power Consumption ‘ Maximum &AW, Typical 50W
Color / Material White / Plastic -
RAL Code RALI0D3
Product dimensions / weight @119 Bx38 BmmiB4.72x3 89"), 3159
Gangbox compatibi Double gangbox, direct mount
DORI
Detect Wide: 27.4m(89.86f) / Tele: 128.8mi422 61ft)
Observe Wide: 11.0m{35.95ft) / Tele: 51.5m(169.04ft) z Nlt—l*—
Recognize Wide: $.5m(17.97ft) / Tele: 25.8m(84.52) =] E
Identify Wide: 2.7m(8.994t) / Tele: 12.9m{42 26f) 1= i
= The lastest product information / specification can be found at hanwhasecurity.com E g =| E -
+ Design and specifications are subject to change without notice = §§ (S
« Wisenet is the proprietary brand of Hanuiha Techuin, formerly known as Samsung Techwin. B § g § §
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Attachment E - Proposed Security Camera Spec Sheets (Outdoor)

&3 ALIBI
[envr o |

ALI-FT81-UA

ALIBI FLEX SERIES 8MP IP TURRET 98' IR STARLIGHT
WDRBUILT-IN MIC ULTRA H.265 SD CARD

Key Specifications:
+ BMP 1P fixed tumet camers

+ 28 fixed lens with 3 degress
Field of View

+ 98 feet long range Smart IR
Distance

Starlight chipset (D05 lux) for

color in low light

+ Built-in micraphane

+ MigrasD card ol - up to 25668

+ 120dt True Wide Dynamic Range
(WD

+ IPE7 rating to handle & wide
variety of temparaturet

+ NDAA compliant

What's Included

+ BMP IP turret security camess

+ Moufiting lemplate

+ Mounting hardware

+ Guick stert guide

NDAA Compliant Security - This security camers delivers hig
day or
latest technical réduine

resolution, erisp video at
i and has .Je:luuzl.f(.d"j designed and manufictured ta comply with the
ecified under NDAA regulatics
Multi-Megapixel Resolution Video - (his camers cantures ltrs-tigh defi
dluring the day and at night for ultra-crisp and clesr footage

Capture Calor Videa at Night - Staright technology chipset uses ambient light sources
ta capture color video foatage in extreme low light conditions.

Superior Outdoor IPE7 weatherproof housing - With an P67 westherrated metsl
enclosure, this bullel camera has & wids lempersture range of -22 degrees 13 140 degrees
Fanraneheit - affering lang-Lerm durabiity even among extreme weather Condilions sueh
&5 rain, snow, and ice

30 Digital Noise Reduction (BNR) elfectively filters noise Lo produce & more crisg, clese
videa stream

Full Frame Illumination with Smart IR -Smart full-frame ilumination technalogy offers
seversl advantages over standard IR for flawless might vision, inchuding: Clearer, brghiter
mages in low light and at ni natin spresd; Unique rectangular
IR LED design procuces & uniformiy illuminated image scross the entire sersen; Reduces
averexposure st the center of the image and eliminates hot spots. Eliminates blooming
frarm ghts by reducing embient Kt polution: Feducss wides noise fex & cltarer

b and reduces bandwidth consumption and video Slorage requirements

san video

HTMLS Plugin Free - Lse o uppart: Plug-in requined ive view:
E5e, Chrorme 41 ant o, Firefos 52 andl . Py free e visor. Chrorme &
Firefox 580+, Edge 15+, Salasi 1

Ultra H.265 Compression - recluce banchwidth and storage requirement
sfarmation using less herd drive space. Ultra H26S also helps you & bandwidth
respuraments for high-reselution videa and makes remote viewing less demanding on the
recorder

Intuitive interface - everything you need to manage your system al your fingertios. With
a0 intuitive interface, slong with access to the free Vigiant Mobile App snd Visgant CHS
has never been simpler

Smo'e

SPECIFICATIONS

ALI-FT81-UA

CAMERA IMAGE

“Saranr /27 8.0 magapisal, progressiva scan Whita Balance ‘Auto/Outdea/Fne Tuna/Sodium
cHos Lamp/Lacked/uiol

Pamimam lumnaticn £OioUr Q0DSLAK  FLE ASC ONE Imaga satting IMage Fotation, BrignEness, saturation,

Day/Night

OLu with IR ar
1R-cut fiior with auta switch ICR)
Autn/Manust 1 - 100000z

Fan: 0" to 360", Tik: O to 807, Rotate:
0" ta 3607

s 5608
woR 12008

LENS

Lans Type 2.8mm @16, Fixad-facal
Lans Mount 2

Angle of view (RIS () 88T () I
DORI

Digital noise reduction
smartw

EVENTS

cantrast, sharpness. gan adustabis by
e browser

20/5D BHR
supportea

Moy verical Harizonisl s0~/0°C)
‘ockwisa/S0°A:

Digital Defog

DOR! Distance,

t () B4; Obzerve (m): 335;
Rucagniza (m3 163
conity (my: 8.4

Bazic Datection

Ganersi Function

Cross lina, intrusion (hased on human
body dutactian, matian datoctian,
iparing alarm, audio datoction
Watarmark, 17 addvazs fiaring,
= poicy, ARP protoction, RTSP
hanicatin, uker mthandicaton
HTTP authentization

ILLUMINATOR AUDIO

= Raroe U 1o 30m 38703 R e Prer————

Wavelengtn asonm fp— supporea
JEry— e Samaling Rate Bz

ViDED sTORAGE

ides Comprazzian Uit 26 26 F36s PG Soas Sterage e

K384 cada profe

Frama Rate

vides Bt Rate
U-code

98 Corridor Mode
o

Privacy Mask

Rl

Motion Detection

Basaling profile, Main peafiie, High
paota

Maln Stream: GMP (SB40°Z160). Maik
), Max 30fps;

o {2550 a0, b S0k 020

Sl
S0PET20P (1280°720), M

s siam o S0k, Thrd Shrear
017202061 M S0k B40360MAx

IF(704°288), Max S0foc
Ecrszam) max 300

128 Kvps-16 Mbps
supparted
Supsarted

Up to 4 05Ds

up to 4 araas

Up to B areas

Up to d areas

Nstacec Storage

NETWORK

AnmpASHeES)

Pratocals

Comgatisle intagration
Usarfiost

sacurity

Cliant

ol Brawsar

1P, IGHF, ICMP, ARP, TCP, UDP,

DHCP, RTP. RTSP, RICP, RTMP, NS,

BDHE, KTe =T e N1rP TR,
MIP, SSL{TLS, B021K,

SHVE (Prati 5. Protlo &, Prsfle T

&P, £

Up 1 32 usars. 2 user lowess

adminstrator and cemman user

Pastward protoction, Strang paseword,

HTTRS ancryption, Exgort operats

HTTR 7LS 13, WESE and digest
authantication for ONVIE

Al viotn e

Al vigaan rasie

Plug-in raquirad lva view E5-+
41:and below, Firafox 52 and

balow
PILg-in froa v wios: Chome 52,0+,
Firafox 58,0+, Edge 16+

SPECIFICATIONS

ALI-FT81-UA

INTERFACE -
Network T RIS YO0 eee T et - L=l
= -
Bt b supserted 4
CERTIFICATION Ausacr AU ALBOSGIN
o s Sanciion o | P D Ehad Do
WS Tpagiak  fmedoren

oy ce-ensosson

SC Sicomon

15 oason
GENERAL a |
— ST o (e B

Powar consumetion: Max 45W )
Power intartca 5 Smm coual power g

- ALI-JBO7/WND!~ ALI-SE24-A-IF ALI-SE24-IN
Oimensions @ x#) | Dia 46" x5+ (1 x S5y
s SR e e oy

weighe - ou s gome ko andont
Mtarl a + i S Yoo
Working Environment | -30°C - 80 (:22° - 40P, Mty

95% RH (non-condensing)
Strorage Environmant ~30°C - 60°C (-22°F - 14O°F), Humidity: T BN d

295% RH (non-condensing)

Surge Protection axv
Reset Button N/A

Ingress Protection

DIMENSIONS

ingression protection: IPE7

-

ALI-UMOS-E-IN ALISWMOS-D-IN

AULUPOG-
Fixed Dome indoor 4inch Fzed Dome
nciine Maont Pole Mount Indoor wah Mount
80mm
(3.15")
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Attachment F - Additional Comments-Crime Prevention through Environmental Design

1. Trespassing Enforcement (Natural Access Control)

a. Trespassing will not be allowed on the site. Anyone who appears to be loitering or
trespassing will be approached to determine if they are a registered guest or
affiliated with one. If they are not a guest, they will be asked to leave the premises
and if uncooperative, local police will be called. In certain circumstances
individuals will be banned from property. Included in this banishment is a photo of
the banned individual(s) to be placed at the front desk and provided to police.

2. Cash and Asset Control (Natural Access Control)

a. Each guest room will be provided with a room safe that meets Marriott brand

standards. See spec sheet attached on Exhibit G.
b. Cash at front desk and in hotel master safe is limited in amount $100.

c. Cash handling policy outlining minimum cash available to be kept on hand, and

cash transfer policies are outlined on the attached cash handling policy

3. Camera System (Natural Access Control)

a. The camera system will be backed up on a DVR or NVR for a minimum of 30 days

per Shamin Policy.

b. The camera system console will be stored in a locked and/or secure location (with

mounted cabinet) in the hotel which will be monitored by camera.

c. If requested by Henrico Police, security footage is readily available as long as it is
requested within 30-60 days of incident occurrence. Requests for video footage can
be made by contacting Andrew.reale@shaminhotels.com and including the
following information (dates/times/cameras/locations/due date/where to send) A
Henrico Police Department member is also welcome to come to the hotel by
appointment to view the footage in person if needed. The camera system is easily

accessible by anyone with proper credentials and approval.

d. The cameras are inspected monthly in-house by the hotel GM as part of an internal
monthly hotel safety and security inspection. Several third-party venders are on
call to respond to any camera operational emergencies that cannot be handled in

house by internal hotel engineering staff.

e. The hotel GM will be trained in camera usage, how to pull and maintain storage,
and who to call in the system emergency. The Shamin Hotels IT department
provides needed support with camera issues and are local to the hotel and can visit

site if needed in a camera emergency.

f. SafetyNet Access is the camera system vender which will be used. They are on call
to hotel GM/ staff if camera system technical staff is needed (Safety NetAcesss-1

University Avenue, Suite 103, Westwood, MA 02090, 855-SNA-HSIA).

4. Physical Security Measures (Natural Access Control)

a. Exterior doors (except front entrance) will only be accessible with a guest or
employee keycard. After 11:00 pm daily the front entrance will be secured so it is

only accessible with a guest or hotel employee badge card.

b. Guest room doors will be provided with deadbolts and secondary door controls

including door latch and/or chain latch.

12
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5.

6.

Employee Training
a. Hotel employees are trained monthly in safety, security, or crime prevention topic.

Monthly training topics/posters are provided to hotel managed and employees who
review the document and then post it for 30 days.

Upon Hire all employees are trained in Shamin SOPs for Crime and Security
Prevention located in our Corporate Risk, Safety and Security Manual employees
are required to review and sign off on at orientation. See attachment A-Residence
Inn Safety and Security Manual. Reviewed will all employees are our SOPs on .
Armed robbery; ii. Criminal activity, iii. Safety and security, iv. Cash handling if
applicable.

Quarterly all Hotel GMs are required to take part in Risk, Safety and Security
Webinars covering a wide variety of topics. Each quester major incidents are
discussed 9if any) and corrective action to prevent reoccurrence.

Landscaping Plan
a. See Attachment H - Landscaping Plan

7. Lighting Plan

a. See Attachment | — Lighting Plan
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ATTACTHMENT G - MONTHLY EMPLOYEE CRIME/SECURITY
TRAINING

PREVENTING GUEST PROPERTY THEFT
Parking Lots

Ensure all outside parking areas and garages have signs posting
with “Hotel not responsible for guest belongings or vehicle

damage” or similar wording

PARK AT YOUR
OWN RISK

HOTEL IS NOT

RESPONSIBLE
FOR THEFT.
LOSS OR
DAMAGES

Guest Rooms

Encourage use of safes and safe deposit boxes. Pursuant to state
statues, notices shall be posted on each guest room door

indicating the hotels limited liability

EMERGENCY EVACUATION PLAN

Public Space

Ensure hotel security cameras both inside and outside are always
working and recording for at least 60 days; and hotel entrance is

secured from 11 pm-6 am

Employee Training Train employees to report suspicious activity
and practice security awareness. Housekeepers should report

any guest belongings left in room.

Other

B 2UAMIN

At check in, remind

guests about safes in

rooms and/or front

desk and encourage
use

Provide Guest
Room Literature,
as provided,
required by brand,
encouraging guest
safety, the use of
room safes, and
written reminders
that hotel is not
responsible for
lost or stolen
guest belongings

00868

00868
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https://www.safeandvaultstore.com/collections/hotel-safes

Valets must lock car doors after valeting.
Issue claim checks for checked bags and valeted cars.
Maintain package log for guest packages shipped to hotel.

Report suspicious activity and Practice security

awareness!
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Attachment H — Landscape Plan - reviewed as part of the Plan of Development (POD) review
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Appendix | — Lighting Plan — reviewed as part of the Plan of Development (POD) review
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Appendix J - Hotel Hardware/ Product Specs

https://drive.gooqgle.com/file/d/A1nWkm5 s5MXulOCKNPnP8W b9 gOn5RLY/view?u
sp=share_link
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Attachment

Deadbolts — non-public doors for electrical
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Attachment K Location for
doorbell for

front desk —
Interior
vestibule door
will be locked,
except for
guest who
have a keycard
after 11pm

Sliding door is
always
unlocked but
it does have a
deadbolt for
emergency
situations.

Access Control Pg 2



CPTED Plan
Hotel Checklist

Hotel Name: Residence Inn by Marriot
Address: 500 West Williamsburg Road, Sandston VA 23150

Proposed Hours of Operation: 24-7 (hotel)

Yes No | Security Personnel:

Is your organization agreeable to hire uniformed security or off-duty
Henrico Police if alerted by Henrico Police that crime or calls for service
become an issue at your hotel?

X

Yes, but only If required by Shamin Risk Management
If yes, please include the company’s name and if they are licensed by a
security licensing authority?

N/A
Not needed at this time.
Provide a picture of the security officer’'s uniform or how they are
identifiable.

N/A
Unknown (not chosen) at this point
Describe what uniformed security officers would do?

N/A

Patrol/monitor as prescribed, written service specs/scope of work
will be provided

Yes No | Security Alarm:

Will the business use a security alarm?

Will it be monitored by professional security company?

<|=<|=<

What type of features will the alarm have? Please note the location.
v" Keypad with panic buttons?
*Remote panic buttons? (Personal Notification Devices *panic
buttons* provided to all employees)
e Other- please describe:
All exterior doors provided with keycard access and cameras
throughout as noted in the CPTED Plan.




Yes No | Security Cameras:
Y Interior Security Cameras
See Attachment C in CPTED Plan
See red colored indicators on the floor plan.
Exterior Security Cameras
Y See Attachment Cin CPTED Plan
See green colored indicators on the first-floor plan.
Yes No | Exterior Security Cameras (continued):
Y Vehicular entrances and exits
v Specification sheets are provided.
See Exhibit D and E
Will there be a monitor showing customers they are being captured on
Y camera?
v All security cameras shall remain in good operating condition and
maintained often.
v All security camera footage shall be retained for a minimum of 30
days.
Yes No | Landscaping:
Provide a landscaping plan.

e The landscape plan was submitted and reviewed as part of
the Plan of Development application. Henrico Police has
no further comments on the site landscaping plan.

Yes No | Lighting:
Provide a site lighting plan.
e The lighting plan was submitted and reviewed as part of
Y the Plan of Development application. Henrico Police has
no further comments on the site lighting plan.
Yes No | Other Physical Security Features:

|X| Provide a floorplan with security features noted.

X] Will you provide keycard readers at all non-primary exterior doors?
X] Will you provide a keycard reader to activate the elevator?

(This is strongly encouraged)

X] show door locks, hinges, access control (ex. keycard access readers)
on all exterior and noted interior doors.

|:| Will the windows have safety glazing for security purposes?

- N/A

What door security will be provided?

[ ] Hinges on the inside of exterior doors

X] Deadbolts

[ ] Latch covers

& Access control measures (ex. keypad or keycard access)




|X| Doorbell primary entrance for guest access after 11pm
|:| Vision panes or wide-angle peepholes
& Peepholes for guest rooms

|:| Other:
Yes No | Signage:

Y The site’s address posted clearly above the primary doorway?

N Language regarding the limited access to the safe (keeping of
money)
Indicating large bills not accepted

Y Indicating all individuals on site are being recorded by a security camera

y “No Trespassing” signage as required by the Trespassing Enforcement
Authorization

Yes No | Trespassing Enforcement Authorization:

y Will the applicant provide Henrico Police with a Trespassing

Enforcement Authorization form?

See the Trespassing Enforcement Authorization application.

This document provides a Police Officer the right to remove, ban or,
if needed, arrest anyone found trespassing. The document shall be
resubmitted to the Police Division annually.

v Please have the owner of the property sign this document and
provide it with the security plan. This document will not be enacted
until the site is developed and “no trespassing” signage is installed.
The area’s Community Officer will sign this document and so will
the Commanding Officer of the Community Services unit. The
Police Division will keep it on file.

Yes No | Employee Training:
y How many staff members will be always on duty?
At least two staff members

Y Do you provide robbery prevention and response training?
Yes-per Residence Inn, Marriott policy

Y Is your business willing to prosecute offenders?

Yes No | Final Meeting with Police:

Y Once the security features are installed and operational, (prior to
receiving a certificate of occupancy), the owner shall schedule a meeting
with the Police Department to ensure they were installed as noted in the
approved security plan.

Yes No | Policies and Procedures:
Y Will the hotel follow the Zoning Code and not allow long-term

stays?

Hotel or motel: A building or group of attached or detached buildings
containing in combination three or more guestrooms intended primarily




for rental or lease to transients by the day or week, as distinguished
from multifamily dwellings in which rentals or leases are for longer
periods and occupancy is generally by residents rather than for
transients. This does not include a bed and breakfast inn.

Residence Inn by Marriott restricts individuals from living in or
establishing residence in our hotel.

Will the hotel allow emergency mental health crisis placement
stays?
If yes, please explain:

Will the hotel provide camera footage to Henrico Police without a
search warrant?
Yes - unless not recommended by legal counsel

Will the hotel provide Henrico Police guest information upon
request?
Yes - unless not recommended by legal counsel

Will the hotel allow Henrico County inspections?

Will the hotel ban individuals and keep documentation on these
subjects?

Will the hotel share this information with Henrico Police for any
reason?

Will the hotel owner be willing to go to court and prosecute
individuals who commit crimes?

Provide information regarding policies for removing individuals’

mid-stay?

- With involvement by Risk Management, the Site Manager will
remove parties if hotel guest policies are violated.

Do you register customer’s vehicles with a permit or tag?

Obtain vehicle information for each guest to include license plate
number, state of origin, vehicle make, model, color, and year. Try
to verify the vehicle information. If possible, ask to see each
guest’s vehicle registration.

Y (for guests

Do you take identification cards for all guests and visitors?

checking in)
Y Is there a guest and visitor check-in process?
Daily How often do they check their security system?
Y If guests are paying with cash require the placement of a credit
card on file for any damage to the room.
If more than one guest is staying in a room, it is important to
Acknowledged capture their information as well. If police assistance is needed for

any type of incident, guest information will be helpful to police
during an investigation.




To control who is staying in your hotel, create some type of guest
vehicle identification and authorization placard to hang on the
rear-view mirror of a registered guest’s vehicle. Post your parking
lot with signage that says, “Unauthorized Vehicles Will Be Towed
at Owner's Expense.” If there is a vehicle on your lot that does not
display the placard, contact a towing company, and

remove the vehicle from your parking lot at the owner’s expense.

Enforce the number of occupants that are registered in each
room. If there are more than the registered number of occupants
in a room, there is potential for illegal activity.

Have all staff familiarize themselves with registration cards. This
will assist them with recognizing the number of registered
occupants that are supposed to be in each room.

Greet individuals on your property and help. True customers will
appreciate the good customer service. Potential criminals will get
nervous and most likely leave.

Yes

No

Fencing

Will the hotel have security fencing around the property?
Describe reason for the fence, provide a site plan and provide
specifications.
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